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[The merits of open source software, particularly in the context of Australian
Government procurement, have been the subject of considerable debate in
recent times. This paper provides an overview of the distinguishing features
of open source software and considers the terms of the licence under which
open source software is distributed. Consideration is also given to the merits
of open source software through an examination of both the legal and tech-
nical risks associated with the product. In concluding, it is determined that
there is a positive argument for mandating open source software as a viable
alternative to its closed source counterpart.]

I THE OPEN SOURCE MOVEMENT

In recent times there has been a growing trendyémernment departments and
agencies on a worldwide scale to move toward opemce software. The chal-
lenge for the Australian government is to explénegugh an assessment of risk and
benefits and drawing upon domestic and internakiexperience, the availability of
open source software solutions to realise the piateio achieve increasing value
for money and greater operational activity acrbsspublic sector.

Il DISTINGUISHING BETWEEN "OPEN" AND
"CLOSED" SOURCE SOFTWARE

In order to appreciate the differences betweentfbpead "closed" source software
it is necessary to understand what actually carnest"software". Software is, in
broad terms, constituted by two elements, namealy'sburce code” and the "object
code". The "source code" and the "object codedrrad the "before" and "after”
versions of a computer program that is compileateeft is ready to run in a com-

“Carla Michler is a lawyer who currently practicagtie areas of corporate and commercial law.
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puter. The source code consists of a set of husmahable programming statements
that are created by a programmer with a text editoa visual programming tool
and then saved in a file. The source code canself ibe executed by a computer
but is compiled with a specialised program calledoapiler and the resulting
output, the compiled file, is often referred totlas "'object code". The object code
consists of a sequence of instructions that thepoben's microprocessor can under-
stand but that is difficult for a human to readmdify.

In a "closed source" or "proprietary" software mpdeftware vendors retain the
source code and sell or licence only the objeceamzmponent of the program to
the software users. Under the terms of the clesenlce licences, software users
are permitted to run the object code but cannat vie modify the source code and,
hence, modify the behaviour of the program withcomsulting with the software

vendors. In this closed source model the sourak aan only be ascertained
through recompilation or reverse engineering, h@wenecompilation or reverse

engineering of the object code is commonly prokibiby closed source licence
terms. As a result, the user can only use whateverovided to them by the soft-

ware vendor, along with any modifications that tleeyld prevail upon the soft-

ware vendor to incorporate. The closed source hwatdinues to be used by the
majority of commercial software companies and is thost common software

model adopted by both the private and public sector

Open source software is based on a set of fundathedifferent principles than
closed source software and provides users witheatgr freedom in the way in
which they deal with the software. In general t®ropen source software is soft-
ware where the source code is freely distributetivaidely available to users so it
may be used, copied, modified and redistribdte@pen source software is licensed
with certain common restrictions which generall§feti from closed source soft-
ware. Frequently, open source licenses requiresusko distribute open source
software, whether in its original form or as moglifj to make the source code
widely available. The most common of the open s®woftware licences, the
GNU General Public Licence is considered in furithetail below.

[l OPEN SOURCE SOFTWARE LICENCES - THE GPL

Open source software is generally distributed urater of the main "public li-
cences" such as the GNU General Public Licence"@RL"),? the Apache Soft-
ware Licence or the Berkeley LicenteThe GPL is the most common licence
under which open source software is distributetie GPL allows the user to make
verbatim or modified copies of the software proddbkat, if the user redistributes

* The full, formal definition of the term "Open Saer Software" published by the Open Software
Initiative is available athttp://www.opensource.org/docs/definition.html>

2 A copy of the GPL is availablat <http://www.gnu.org/licenses/gpl.html>

® Discussion of the full range of open source omlfmlicences" is beyond the scope of this pagfeor
further detail in this regarsee Mark Webbink,Under standing Open Source Software, COMPUTERS AND
THE LAW 20 (March 2003); andBGAL ISSUESRELATING TO FREE AND OPEN SOURCE SOFTWARE (Brian
Fitzgerald & Graham Bassett (eds.), 2003).
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the software (either in original or modified forngertain conditions are met, in-
cluding:

. a copy of the licence must be distributed withgb&ware?

. a copy of the source code must be included withdistyibuted cop-
ies?

. any modifications made to the software must betitied and docu-
mented® and

. the software must be licensed under the same tenehsr which the

original licence was granted.

Therefore, any user who has been granted the toghse, modify and redistribute
the software under the GPL is required to extemddhsame privileges under the
same terms to other software developers furthemdiw line. The novelty (and
what some may perceive as irony) with open souaEnging is that the initial
distributor of the source code controls its preston and further dissemination
through the law of copyright. In this process augiyt law is used to create what is
commonly termed a "copyleft" effect by mandatingttthe source code should be
open and free for all to use in innovation and tEveent of software.

v BENEFITS OF OPEN SOURCE SOFTWARE

There is merit in the argument that open sourcénsoé presents a number of
benefits to the software user. In particular, ohehe key benefits attributed to
open source software is that it is significantlgslexpensive than proprietary soft-
ware. The main factor that contributes to the eni@riation between open and
closed source software is the lower licensing cassociated with open sourte.
This can be contrasted to closed source softwaiehws usually accompanied by
monopolistic licences that often attract high lsieg fees.

However, when considering the cost savings offérethe open source model it is
important for the procuring software user to beamind that low price does not
necessarily equate to value for money. Accordingther price independent fac-
tors gnust be taken into account when assessingpehefits of open source soft-
ware:

4 GPL,supra note 2, at Clause 1.

®1d. at Clause 3.

®1d. at Clause 2(a).

"Id. at Clause 3. An overview of the key issues netptd the GPL is available at
<http://www.gnu.org/licenses/gpl-fag.html>

8 Most public licences under which open source safwis distributed mandate that the source code
should be made available to users at a fee notediug the distribution costs associated with the
software.

® Peter Williams, Newham chooses Microsoft over Linux for cheap support, available at
<http://www.vunet.com/print/1157384> (last visitedug. 17, 2004) and; For London Borough Coun-
cil's assessment that (all factors considered) rptapy software presented a better value for money
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Another benefit of open source software is the manwy associated with procuring
what is essentially "supplier independent" softwate an open source model the
software user is at liberty to develop indigenoafiveare from the source code;
improve existing software by manipulating the seucode; or develop the source
code to best suit their requirements. The freedfered by open source software
is particularly beneficial from an economic pergp&cas opportunities are pre-
sented for multiple suppliers to bid for servidisis introducing competition which
could, in turn, lead to further cost savings tawafe users. In this regard, the open
source model avoids the potential "lock}fhthat can often be associated with
relying on the one supplier to service and respmonthe software user's software
requirements.

It is further argued that the open source prodéfer® a substantially more secure,
stable and "bug free" alternative to closed sosodavare!’ The theory behind this
argument is that the greater the "brain power" gadan developing a program, the
greater the ability to respond to, isolate and ieedd bugs inherent in the product.
This position can be contrasted to closed sourftevae where vulnerabilities are
often more difficult to identify because the usees not have access to the source
code and, once vulnerability is located, only ticerisor has the power to remedy
the fault and issue an update to the program. €eftwes, open source software
provides a substantial benefit to the user by lpgreater public scrutiny of the
source code, faster release times and, if necessaryproblem can be fixed in-
house, thus reducing vulnerability and enhancimgisey capability.

The reality is that while open source software aasumber of benefits, it is cer-
tainly not free from risk. These risks are exptbirefurther detail below.

\% THE RISKS OF OPEN SOURCE SOFTWARE

Open source software is, in many respects, riskjniess. The risks inherent in the
open source model can be classified into two géwatagories - legal and techni-
cal risk.

alternative than open source softwage Peter Williams Microsoft and Government close to three-year
deal, available at <http://www.vunet.com/print/115741@est visited Aug. 18, 2004)

 The potential for "lock-in" in closed source sodine models was recognised by the Joint Committee of
Public Accounts and Audit Report in its repodINT COMMITTEE OF PUBLIC ACCOUNTS AND AUDIT
REPORT, ENQUIRY INTO THE MANAGEMENT AND INTEGRITY OF ELECTRONIC INFORMATION IN THE
COMMONWEALTH, 399 (2004) where AUUG argued that "software venaoay go out of business, may
increase prices to an unacceptable level, or maigldehat it is no longer in the business planupp®ort
the software".

1 See, Eben MoglenFree Software Matters: Security Through Freedom, available at
<http://moglen.law.columbia.edu/publications/lut&il>; and Deborah HalberfThe Open Source
Alternative: Shrink-Wrap, Open Source and Copyright, 10 E-LAw MURDOCH UNIVERSITY LAW 4
(2003).
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A Legal Risks

There are many legal issues surrounding open ssofteare and, in particular, the
licensing arrangements used to promote an opefremdource code.

Unlike closed source software vendors, open sosofsvare vendors do not pro-
vide warranties or indemnities against intellectpadperty infringement - in fact,
most open source licences explicitly disclaim watiess relating to software per-
formance, merchantability and fitness for purpsa@he difficulty with this "blan-
ket disclaimer" is that it falls foul of the Trad®&actices Act, 1974, (Cth.) (the
"TPA" ™ which explicitly sets out certain warranties ticannot be excluded by
contract* The provisions of the TPA are expressed to appign a corporation or
governmerit engages in "trade or commerce". Accordingly,dbestion arises as
to whether the supply of software under an opemcsolicence would satisfy the
"trade and commerce” requirement and, as a rasultke the provisions of the
TPA. lItis argued that the "trade and commercglirement would be satisfied in
open source transactions where the software islisdpps part of a commercial
dealing or if such supply is connected with advagar protecting the commercial
interests of the suppliéf. Therefore, on the basis of this argument, the TB#d
potentially apply to any commercial or related dypm customers despite any
exclusion of warranties or liability that may beyided for in the terms of the open
source licence.

It would be erroneous to assume that all open sdigences are valid and enforce-
able. The current debate surrounding enforceglufibpen source licences focuses
on whether the licence may be enforceable underaairaw or in copyright law.
One view is that the terms of the open source soéiicences are inherently non-
contractual on the grounds that considerationtergrant of the licence is often not
supplied*” The rationale behind this argument is that stheeonly promise that an
open source software user makes is to redistriboutker the GPL, if (and only if)
they choose to distribute the derivative work, framise is not sufficient and there
is no consideration to support a valid contractthe absence of a valid contractual
agreement the question would then remain as tohehehe licence remains en-
forceable through the force of copyright law. bmsidering this issue, it is impor-
tant to understand that a licence operates to g@atified rights to the copyright
owner rather than to grant the licensee a legét tig the property being licensed.

2 5ee, GPL, supra note 2, at Clauses 11 & 12.

8 Trade Practices Act, 1974, (Cth.). Referencesi¢ofct apply to its equivalent state and territtaiy
trading legislation.

 The non-excludable warranties include warrantgsoaitle and of quiet enjoyment TPA, s 69; fimes
for purpose: TPA, s 74B; and that goods supplidtosirespond with sample: TPA, s 72.

5 TPA, s 2A provides that the TPA applies to the Commoritve@overnment and its agencies, when
either is carrying on a business, but only Commaitlieagencies can be fined or prosecuted.

6 peter C.J. JameSpen Source Software: An Australian Perspective, in LEGAL ISSUESRELATING TO
FREE AND OPEN SOURCESOFTWARE 78 (Brian Fitzgerald & Graham Bassett eds., 2003).

" Ben Giles Consideration and the Open Source Agreement, 12 COMPUTERS AND THELAW 16 (2002).
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Under copyright law, the terms of a licence canyagiant the licensee certain
rights that are within the ambit of tt@opyright Act 1968 (Cth) (the "Copyright
Act"). In this regard, consideration will needlte given as to whether the terms of
an open source licence falls within the scope ef @opyright Act. There is no
authority in Australian in relation to the enforbédily of open source licences in
this context®

A further legal risk arises in circumstances whitie licensee seeks to revoke the
terms of the open source licence. In the casedfigtone single entity controls a

significant portion of copyright in the source cofte an open source software

package, that entity may be able to terminateitiee¢e and users will no longer be
entitled to copy or redistribute the software.this regard, it is important to recog-

nise the potential danger that might arise if astigam developer revoked the
licences, causing all derived products to be rexdi@rvalid to the extent that they

are derived from the original. However, in theec#isat a licence is revoked there
may be scope to argue that a software developeldshe estopped from revoking

the licence if the licensor mislead the licensee ielying on the continuance of the
existing terms in the knowledge that the licenseald be detrimentally affected by

that reliance if the terms were chand@dlotwithstanding this argument, the terms
of the doctrine of estoppel have not been testdtiarcontext of open source soft-
ware and, therefore, it is unclear as to whethisrdbctrine could be invoked in the

open source framework.

B Technical Risks

The main technical risk associated with open soigdbe risk that closed source
systems will not be interoperable, or that operramgystems will not be compati-
ble with, a software user's existing software. @ed with this risk are a number of
inherent problems such as a lack of technical eiggeand the absence of an appro-
priate support framework for the migration fromsdd to open source software.
Software users would need to be confident that theye assessed the risks of
moving from a single supplier product to movingaamore technically diverse
product such as that offered by open source sodtwar

8 The most comparable case in this regard is theefdedCourt of Australia's decision in: Trumpet
Software Pty Ltd. v. OzEmail Pty Ltd, (1996) 56@igh is authority for the proposal that licencerer

of non-contractual software licences can be entbrc&his case also supports the general proposition
that a gratuitous licence can be revoked at will.

19 See Walton Stores v Maher, (1988) 164 CLR 387 (Highu@mf Australia, 1988yegarding the
doctrine of equitable estoppel developed to preweperson from reneging on a promise if the other
person would suffer loss as a result of not keepipgomise.
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VI OPEN SOURCE SOFTWARE IN GOVERNMENT - THE
AUSTRALIAN EXPERIENCE

The merits of open source software, particularlghie context of Australian gov-
ernment procurement, have been the subject of deradile debate in recent times.
In September 2003 tHenancial Management and Accountability (Anti-Restrictive
Software Practices) Amendment Bill 2003 (Cth) (the "Bill")was introduced to the
Commonwealth Parliament by the Democrats. The &itls to redress concerns
that "a small number of software manufacturers hdisproportionate and restric-
tive hold on the supply, use and development dfagse"?° Under the Bill, the
Government would be required to "have regard to gheciple that, wherever
practicable, an Agency is to use open source swdtwapreference to proprietary
software"! On 10 December 2003 the ACT Government passeGakiernment
Procurement (Principles) Guideline Amendment Act 2003 (ACT) (the "Act") which
is essentially a modified version of the Bill (athed first of its kind in Australia).
Under this new Act, the ACT Government is requitedconsider use of open
source software in its procurement processes anill aoftware that does not
comply with open standards.

In addition to the open source legislative movemenAustralia, both the public
and private sector have embarked on a number ai gparce initiatives. The
NSW Government is particularly active in this rebanaving recently announced
its intention to spend a minimum of A$40 million deploying open source sys-
tems throughout NSW Government departments. litiaddthe Western Austra-
lian Government has also indicated its intentiordéwelop a purchasing plan for
open source software and to establish a facilighimvcase non-proprietary options
to the public and public secttf.

On a Federal level, the National Office for theohmfiation Economy released an e-
government strategy which promotes trials of opeurce software through “en-
couraging departments and agencies to consideraaséss the merits of open
source software as part of their strategic appré@acwourcing their information and
communication technology expertisg". In addition, on 1 April 2004 the Joint
Committee of Public Accounts and Audit publishetkport entitled "Enquiry into
the Management and Integrity of Electronic Inforimatin the Commonwealth”.
Although the Committee did not make specific recamdations in relation to open
source software, it observed that "agencies shmrdider the benefits or otherwise
of using open or closed source software, as a rdgrara of their IT risk manage-
ment processes and their cost/benefit analysiswfresources".

2 Financial Management and Accountability AmendniRats 2003 (Cth.), Schedule 1(1) amendment
to Financial Management and Accountability Act 198%.) s 44 A (2) (a).

21d. at Schedule 1 amendment to Financial Managemenfaoauntability Act 1997 (Cth.) s 43 A.

22 Simon HayesQpen Source Wins Political Space, THE AUSTRALIAN, Sep. 28, 2004 at 36.

2 National Office for the Information EcononBetter Services, Better Government, Nov. 2002at
<http://www.agimo.gov.au/admin/search/publications>
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VI OPEN SOURCE SOFTWARE IN GOVERNMENT - THE
EXPERIENCE ABROAD

Open source software is favoured by many largerisgdons, including govern-
ment departments throughout the wofldin as early as 2001 the European Com-
mission announced their "eEurope - An Informatiocigty for all" initiative which
addressed the topic of open source software and satget that "the European
Commission and Member States will promote the dsepen source software in
the public sector and e-government best practicauth exchange of experiences
across the Uniord®. In pursuit of this target, the Member Statesehpioneered the
rise of open source software in Europe today.

Today, many Member States require that open smoftevare be considered as
part of the procurement process at the Federak Stal local levels of government.
In Germany alone, over 500 Government agenciesepatedly using open source
and, most remarkably, the local Government in Murfias planned to migrate its
systems to open source exclusively. Further, theicipality of Vienna has an-

nounced that it will offer half of its governmergemcies the choice of migrating to
open source in 2005 in an attempt to alleviatecilmeent reliance on proprietary
systems® In addition, the UK Government is a major usempén source soft-

ware. In July 2002 the Office of the e-Envoy ie thnited Kingdom published an
open source software policy which encouraged, anotingr things, the exploration
of using open source software as the default etgtionh route for government

funded R&D Software.

24 The European Commission Directorate-General Inftion Society has published a list of cases of
OSS recognition, explicitly policy statements opgirement decisions from public bodies worldwide
which is availablet
<http://europa.eu.int/information_society/activitiepensource/cases/print_en.htm>. In addition, the
Centre for Strategic & International Studies hampibed a table which provides information on the
number and type of open source software policies lagislation considered by national, regional or
local governments around the world which is avaddadi <http://www.csis.org>.

%5 OFFICE OF THE EENVOY, OPEN SOURCE SOFTWARE - USE WITHIN UK GOVERNMENT 2 (JUL. 15,
2002).

26 Further commentary on the Munich open sourdéativie is available at: Peter Galliyhy Munich
Dumped Microsoft for Linux, May. 28, 2003 (online) at
<http://www.eweek.com/print_article/0,1761,a=4247dsp>; Stephen Shanklamdunich Breaks with
Windows for Linux, CNET NEWS.COM, May. 28, 2003 (onlineat <http://news.com.com/2102-1016_3-
1010740.html>; Georgina Prodhaviunich set to Approve Linux Despite Patent Worries, REUTERS Sep.
28, 2004 (onlinegt <http://www.reuters.co.uk>; S. Tayldviunich delays Linux move by a "few weeks",
COMPUTERWEEKLY.COM, Aug. 11, 2004 (online) at <http//:www.computerisly.com>.
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VIl THE PROCUREMENT DECISION

It is difficult to ignore the growing open sourcgh&nomenon" sweeping through
government departments and agencies on a globlal stalight of this, the chal-
lenge faced by government is to explore the debataveen the proponents of
closed and open source software and to considethathepen source has the po-
tential to achieve increasing value for money ar@higr operational activity across
the public sector.

In making this assessment, it is crucial for gowggnt to fully appreciate the risks,

as well as the benefits, of open source softwaithatoan informed decision can be
made about its applicability to public sector regmients. Ultimately, government
must be confident that it has made the best teolggothoice at every juncture.

Whether the best choice is an open or closed sonodk! is a matter for govern-

ment to determine, however based on the trend gargments abroad, there is a
persuasive argument for mandating open source aftwhich suggests that open
source option should not, at this stage, be digeoufrom the procurement deci-
sion.



